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Online Safety and WhatsApp Use

I am writing to make you aware of an online safety concern that has recently been brought to our
attention. We have been informed of multiple WhatsApp group chats involving pupils from a range of our
older year groups. Unfortunately, some of the content being shared in these chats has not been
appropriate, respectful, or kind.

While we understand that messaging apps are a normal part of many children’s social lives, it is important
to highlight that WhatsApp has a minimum age requirement of 13+. This is set by WhatsApp itself
due to the nature of the platform, the data it collects, and the level of responsibility required to use it
safely. We encourage all families to consider this carefully when deciding whether their child should have
access to the app.

Keeping Children Safe on WhatsApp

If your child does use WhatsApp, we strongly recommend the following safety measures:

e Review privacy settings together
Ensure your child’s profile photo, status, and “last seen” information are set to My Contacts only.
e Check who they are messaging
Encourage your child to speak to you about the groups they are part of and who is included.
e Turn off “Live Location”
This should always be set to Mobody unless there is a specific, supervised reason to use it.
e Use parental controls where possible
Many devices allow parents to limit app downloads, set screen time boundaries, and monitor usage.
o Discuss expectations for online behaviour
Remind children that the same rules of kindness, respect, and responsibility apply online as they do
in person.

School’s Role

As a school, we are committed to promoting safe, responsible online behaviour and we regularly teach
pupils how to stay safe and act respectfully online.

However, it is important to note that the school is not responsible for managing or resolving
issues that arise from online activity taking place outside school hours and off school
premises. We will always support pupils in school where needed, but we cannot intervene directly in
private group chats or family-managed devices.

Working Together

We kindly ask for your support in monitoring your child’s online activity and ensuring they are using
messaging apps safely and appropriately. By working together, we can help our pupils develop healthy,
respectful online habits.



If you would like further guidance on online safety or support in setting up parental controls, please do not
hesitate to contact us.

These are also helpful websites that you can use:

Chat apps | NSPCC

What Parents Need to Know About WhatsApp - OpenView Education

Everything you need to know about WhatsApp | Parent Zone

@ WhatsApp

matters.org
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5 tips to keep kids safe on WhatsApp

'I WhatsApp has a range of privacy and
a security settings to keep users safe. Customise groups, app
access, live location and more.

2 Customise contacts Show your child how to report and block
‘ unwanted contacts. Then, work with them to add their friends
and family. Review and talk about their contacts regularly.

3 Talk about personal information Make sure your child under-
- stands what personal information is. Talk about the importance
of keeping that information private on WhatsApp.

they see something worrying on WhatsApp, make sure they
know to come to you, and talk about other sources of support.

: 4 Show them where to get support |f something goes wrong or

5 Check in regularly Once you've done all of the above, check in
° with them regularly to review settings and how they use
WhatsApp.
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https://www.nspcc.org.uk/keeping-children-safe/online-safety/social-media/chat-apps/
https://www.openvieweducation.co.uk/whatsapp-parent-guide/#:~:text=Check%20Privacy%20Settings,different%20groups%2C%20sometimes%20with%20strangers.
https://parentzone.org.uk/article/whatsapp

At The Natienal College, our WakelUpWednesday guices empower and equip parents, carers and educators with the confiderce and practical skils teo be able 0 have informed and age-appropriate
canversations with children about ondine satety, mental health and wellbeing, and climate change. Formerly delivered by National Online Safety, these guides new address wider topios and themaes.
For further gukdes, hints and tips, please visit nationaicollege com.

WhatsApp is a free messaging app owned by Meta, allowing users to send text and voice
messages, share multimedia, make video calls, and chat in groups. With end-to-end
WHATARE ! encryption, only the sender and receiver can view messages. This may offer privacy, but

’ It also comes with risks that parents and educators need to be aware of.
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Meet Qur Expert

Dr Claire Sutheriond s an enline safety consuliant, educeter and

ressarcher who has developed and implemented anti-bullying and cyber

safety policies for schools. $he has written various academic papers and

carried out ressarch for the Asstralian Government comparing internet

use and sexting behaviour of young peopis in the UK USA and Australia, .‘
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